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Introduction

The Company holds Personal Data about job applicants, employees, clients, suppliers and other individuals for a variety of Business Purposes.

This policy sets out how the Company seeks to protect Personal Data and ensure staff understand the rules governing their use of Personal Data to which they have access in the course of their work.

In particular, this policy requires staff to ensure that the manager should be consulted before any significant new data processing activity is initiated to ensure that relevant compliance steps are addressed.

The manager is responsible for the monitoring and implementation of this policy. If you have any questions about the content of this policy or other comments you should contact the manager. 

Scope

This policy applies to all staff, which for these purposes includes employees, temporary and agency workers, other contractors, interns and volunteers.

All staff must be familiar with this policy and comply with its terms.

The Company may supplement or amend this policy by additional policies and guidelines from time to time. Any new or modified policy will be circulated to staff before being adopted.

Definitions

In this policy:

"Business Purposes" means the purposes for which Personal Data may be used by the Company, e.g. personnel, administrative, financial, regulatory, payroll and business development purposes. 

"Personal Data" has the same meaning as set out in the General Data Protection Regulation (“GDPR”);

"Processing Data" means obtaining, recording, holding or doing anything with data, such as organising, using, altering, retrieving, disclosing or deleting it.

General principles

The Company’s policy is to process Personal Data in accordance with the applicable data protection laws and rights of individuals as set out below. All employees have personal responsibility for the practical application of the Company’s data protection policy.

The Company will observe the following principles in respect of the processing of Personal Data:

· to process Personal Data fairly and lawfully in line with individuals’ rights;
· to make sure that any Personal Data processed for a specific purpose are adequate, relevant and not excessive for that purpose;
· to keep Personal Data accurate and up to date;
· to keep Personal Data for no longer than is necessary;
· to keep Personal Data secure against loss or misuse;
· not to transfer Personal Data outside the EEA without adequate protection.

Fair and lawful processing

Staff should generally not process Personal Data unless:

· the individual whose details are being processed has consented to this;
· the processing is necessary to perform the Company’s legal obligations or exercise legal rights;
· the processing is necessary for a contract the Company has with the individual, or because they have asked you to take specific steps before entering into a contract;
· the processing is necessary to protect someone’s life;
· the processing is necessary for you to perform a task in the public interest; 
· the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests.

When gathering Personal Data or establishing new data protection activities, staff should ensure that individuals whose data is being processed receive appropriate data protection notices to inform them how the data will be used. In any case of uncertainty as to whether a notification should be given, staff should contact the manager.

It will normally be necessary to have an individual’s explicit consent to process Personal Data. The consent should be informed, which means it needs to identify the relevant data, why it is being processed and to whom it will be disclosed. Staff should contact the manager for more information on obtaining consent to process Personal Data.

Accuracy, adequacy, relevance and proportionality

Staff should make sure data processed by them is accurate, adequate, relevant and proportionate for the purpose for which it was obtained. Personal Data obtained for one purpose should generally not be used for unconnected purposes unless the individual has agreed to this.

Individuals have the right to ask the Company to correct Personal Data relating to them which they consider to be inaccurate. If a member of staff receives such a request and does not agree that the Personal Data held is inaccurate, they should nevertheless record the fact that it is disputed and inform the manager. 

Staff must ensure that Personal Data held by the Company relating to them is accurate and updated as required. If personal details or circumstances change, staff should inform the manager so the Company’s records can be updated.

Security

Staff must keep Personal Data secure against loss or misuse in accordance with the Company’s policies. Where the Company uses external organisations to process Personal Data on its behalf additional security arrangements need to be implemented in contracts with those organisations to safeguard the security of Personal Data. Staff should consult the manager to discuss the necessary steps to ensure compliance when setting up any new agreement or altering any existing agreement.

Data retention

Personal Data should not be retained for any longer than necessary. The length of time over which data should be retained will depend upon the circumstances including the reasons why the Personal Data was obtained.

International transfer

Staff should not transfer Personal Data outside the EEA without first consulting the manager. There are restrictions on international transfers of Personal Data from EEA to other countries because of the need to ensure adequate safeguards are in place to protect the Personal Data. Staff unsure of what arrangements have been or need to be put in place to address this requirement should contact the manager.

Rights of individuals

Individuals have the right to be informed about how, why and on what basis the Personal Data is processed. Any questions relating to this should be referred immediately to the manager. 

Individuals are entitled to request access to information held about them. All such requests should be referred immediately to the manager.  This is particularly important because the Company must respond to a valid request within the legally prescribed time limits.

Individuals are also entitled to request to have their Personal Data deleted from the Company’s records in certain instances. All such requests should be referred immediately to the manager.  This is particularly important because the Company must respond to a valid request within the legally prescribed time limits.

Individuals also have the right to restrict the processing of their Personal Data in certain circumstances. All such requests should be referred immediately to the manager.

Staff should not send direct marketing material to someone electronically (by email for example) unless that individual has explicitly consented to receiving marketing material. Staff should abide by any request from an individual not to use their Personal Data for direct marketing purposes and should notify the manager about any such request. 

Staff should contact the manager for advice on direct marketing before starting any new direct marketing activity.

Any member of staff who would like to correct or request information that the Company holds relating to them should contact the manager. 

Reporting breaches

Staff have an obligation to report actual or potential data protection compliance failures to the manager  immediately upon becoming aware of such failure/potential failure. This allows the Company to:

· investigate the failure and take remedial steps if necessary; and
· make any applicable notifications.

Consequences of failing to comply

The Company takes compliance with this policy very seriously. Failure to comply puts both staff and the Company at risk. The importance of this policy means that failure to comply with any requirement may lead to disciplinary action, which may result in dismissal.

Staff with any questions or concerns about anything in this policy should not hesitate to discuss these with the manager.
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Introduction 

One of the Company’s core values is to uphold sound, responsible and fair business operations.  It is committed to promoting and maintaining the highest possible ethical standards in relation to all of its business activities. The Company’s reputation for maintaining lawful business practices is of paramount importance to it and this policy is designed to preserve these values. The Company therefore has a zero-tolerance policy towards bribery and corruption and is committed to acting fairly and with integrity in all of its business dealings and relationships wherever it operates and implementing and enforcing effective systems to counter bribery. 

Purpose and Scope

This policy sets out the Company’s position on any form of bribery and corruption and provides guidelines aimed at: 

· Ensuring compliance with anti-bribery laws, rules and regulations, not just within the UK, but also in any other country within which the Company may carry out its business or in relation to which its business may be connected;
· Enabling employees and persons associated with the Company to understand risks associated with unlawful conduct and to enable and encourage them to be vigilant and to effectively recognise, prevent, avoid and report any wrongdoing, whether by themselves or others;
· Providing suitable and secure reporting and communication channels and ensuring that any information that is reported is properly and effectively dealt with;
· Creating and maintaining a rigorous and effective framework for dealing with any suspected instances of bribery or other unethical conduct.

This policy applies to all permanent and temporary employees of the Company (including any of its intermediaries, subsidiaries or associated companies).  It also applies to any individual or corporate entity associated with the Company or who performs functions in relation to, or for and on behalf of, the Company, including, but not limited to, directors, agency workers, casual workers, contractors, consultants, seconded staff, agents, suppliers and sponsors (“associated persons”).  

All employees and associated persons are expected to adhere to the principles set out in this policy.

Legal Obligations

The key UK legislation on which this policy is based is the Bribery Act 2010 and it applies to the Company’s conduct both in the UK and abroad.  

A bribe is an inducement or reward offered, promised or provided in order to gain any commercial, contractual, regulatory or personal advantage.





It is an offence in the UK to:

· Offer, promise or give a financial or other advantage to another person (i.e. bribe a person) whether within the UK or abroad, with the intention of inducing or rewarding improper conduct;
· Request, agree to receive, or accept a financial or other advantage (i.e. receive a bribe) for or in relation to improper conduct;  
· Bribe a foreign public official.

You can be held personally liable for any such offence.  It is also an offence in the UK for an employee or an associated person to bribe another person in the course of doing business intending either to obtain or retain business, or to obtain or retain an advantage in the conduct of business, for the Company.  The Company can be liable for this offence where it has failed to prevent such bribery by associated persons.  As well as an unlimited fine, it could also suffer substantial reputational damage in connection with this offence. 

Policy

All employees and associated persons are required to:

· Comply with any anti-bribery and anti-corruption legislation that applies in any jurisdiction in any part of the world in which they might be expected to conduct business;
· Act honestly, responsibly and with integrity;
· Safeguard and uphold the Company’s core values by operating in an ethical, professional and lawful manner at all times.

Bribery of any kind is strictly prohibited.  Under no circumstances should any provision be made, money set aside, or accounts created for the purposes of facilitating the payment or receipt of a bribe. 

The Company recognises that industry practices may vary from country to country or from culture to culture. What is considered unacceptable in one place may be normal or usual practice in another.  Nevertheless, a strict adherence to the guidelines set out in this policy is expected of all employees and associated persons at all times. 

If in doubt as to what might amount to bribery or other unethical conduct or might constitute a breach of this policy, you should refer the matter to a Director.

The giving of business gifts to clients, customers, contractors and suppliers is not prohibited provided the following requirements are met:

· The gift is not made with the intention of influencing a third party to obtain or retain business or a business advantage, or to reward the provision or retention of business or a business advantage.
· It complies with local laws;
· It is given in the Company’s name, not in the giver’s personal name;
· It does not include cash or a cash equivalent (such as gift vouchers);
· It is of an appropriate and reasonable type and value and given at an appropriate time;
· It is given openly, not secretly;
· It is approved in advance by a Director of the Company.

Essentially, it is not acceptable to give, promise to give, or offer, a payment, gift or hospitality with the expectation or hope that a business advantage will be received, or to reward a business advantage already given, or to accept a payment, gift or hospitality from a third party that you know, or suspect, is offered or provided with the expectation that it will obtain a business advantage for them.

For the avoidance of doubt, any payment or gift to a public official or other person to secure or accelerate the prompt or proper performance of a routine government procedure or process, otherwise known as a “facilitation payment”, is also strictly prohibited.  Facilitation payments are not commonly paid in the UK, but they are common in some other jurisdictions.

Sanctions for Breach

Breach of any of the provisions of this policy will constitute a disciplinary offence and will be dealt with in accordance with the Company’s disciplinary procedure.  Depending on the gravity of the offence, it may be treated as gross misconduct and could render the employee liable to summary dismissal.  

As far as associated persons are concerned, breach of this policy could lead to the suspension or termination of any relevant contract, sub-contract or other agreement with the associated person.
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The company finances are managed using Xero accounting software. Our internal accounts assistant is responsible for the regular day to day data entry.

On a quarterly basis an external accountant reviews this information and submits the quarterly VAT returns and on an annual basis the statutory accounts are examined and prepared (along with the company’s taxes) by the external accountants.

The internal controls, policies and handbooks of the company detail the expectations of staff and directors in relation to money laundering, financial crime, fraud and bribery, also highlighting the reporting requirement of the individuals is anything is identified.
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